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1. GETTING STARTED

1.1. Introduction

Bitdefender Control Center APIs allow developers to automate business workflows.
The APlIs are exposed using JSON-RPC 2.0 protocol specified here:
http://www.jsonrpc.org/specification.

Each API call targets a method and passes a set of parameters.

There are two types of parameters:

« required: MUST be always passed to the called method.

. optional: has a default value and can be omitted from the parameters list. Any
optional parameter can be skipped, regardless its position in the parameters
list.

1.2. APl Requests

The API calls are performed as HTTP requests with JSON-RPC messages as
payload. HTTP POST method MUST be used for each API call. Also, it is required
that each HTTP request have the Content-Type header set to

application/json.

Note
The API is limited to maximum 10 requests per second per API key. If this limit is
exceeded, subsequent requests are rejected and 429 HTTP status code is returned.

Bitdefender Control Center exposes multiple APIs targeting distinct areas in the
product. Each API exposes a set of methods related to a designated product area.
The base URL for all APIs is the machine hostname, domain or IP where GravityZone
is installed : https://YOUR-HOSTNAME/api/v1.0/jsonrpc/. To obtain the full URL
of the API, add the API name to the base URL.

Currently, the following APIs are being exposed:
1. Accounts, with the APl URL:
https://YOUR-HOSTNAME/api/v1.0/jsonrpc/accounts.

Getting Started 1
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2. Network, with the APl URL:
https://YOUR-HOSTNAME/api/v1.0/jsonrpc/network.

3. Packages, with the API URL:
https://YOUR-HOSTNAME/api/v1.0/jsonrpc/packages.

4. Policies, with the APl URL:
https://YOUR-HOSTNAME/api/v1.0/jsonrpc/policies.

5. Reports, with the API URL:
https://YOUR-HOSTNAME/api/v1.0/jsonrpc/reports.

6. Quarantine, with the APl URL:
https://YOUR-HOSTNAME/api/v1.0/jsonrpc/quarantine.

The HTTP requests containing JSON RPC 2.0 can be performed on each APl URL
in order to consume the exposed functionality.

Note
Batch requests and notifications are not currently supported by Bitdefender Control
Center.

Getting Started 2
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1.3. APl Keys

The API key is a unique key that is generated in MyAccount section of Bitdefender
Control Center. Each API key allows the application to call methods exposed by
one or several APIs. The allowed APIs are selected at the time the API key is
generated.

To generate API keys:

1. Log in to https://YOUR-HOSTNAME/ using your administrative account. Your
account must have the following rights: Manage Networks, Manage Users,
Manage Company and Manage Reports.

2. Click your username in the upper-right corner of the console and choose My
Account.

3. Go to the API keys section and click the @ Add button at the upper side of the
table.

4. Select the APIs that you want to use.

API key X

Enabled APls:
Packages API Policies API

Metwork API

5. Click Save. An API key will be generated for the selected APls.

Add Refresh
Key Created

Mon Apr 20 2015 07:32:58 GMT+0300 (GTE Daylight Time)

Getting Started 3
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Important

By using the API keys, developers can access sensitive information such as packages
and inventory. Please do not share or distribute your own generated API keys, in order
to prevent the leaking of sensitive information!

1.4. Authentication

The API calls to Bitdefender Control Center are authenticated at HTTP protocol
level using the HTTP Basic Authentication mechanism described here:

http://tools.ietf.org/html/rfc2617.

The client applicationis required to send the Authorization request header each
time it performs a call to an API.

The aAuthorization header consists of the following elements:

1.

The authorization method and a space as the prefix; in our case, this will always
be equal to Basic.

A Baseb64 encoded string, generated from the combined username : password
sequence.

In our case, the API key is set as username, and password is set as an empty
string.

For example, if the API Key is equal to

N8KzwcqVUxAI1RoPi5jyFJPkP1kD19vF, the Base64 encoding should be
performed on the following string:

N8KzwcgVUxAI1RoPi5jyFJPkP1kD19vE:. In this case, the content sent to
the authorization header is

Basic TjhLendjcVZVeEFJMVJIvUGklanlGS1BrUGxrRGw5dkY6.

1.6. Errors reporting

Bitdefender Control Center returns an error if the requested APl method is unable
to perform the desired task.

Here is an example of error response for a failing API call:

Getting Started 4
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"id":"4d77e2d9-£760-4c8a-bal9-53728£868d98",

"jsonrpc" : "2.0",
"error" : {
"code" : -32601,
"message" : "Method not found",
"data" : {
"details" : "The selected API is not available."

}

The error code and error message are returned as specified in JSON-RPC 2.0

Specification:

G oo |essepe |

Parse error -32700
Invalid Request -32600
Method not found -32601
Invalid params -32602
Server error -32000

The full description of the e
message.

Parse error
Invalid Request
Method not found
Invalid params
Server error

rror is placed in data.details member in the error

Also, the HTTP status code is set according to the type of errors:

401 Unauthorized is

set if the authentication failed for the request (e.g.

the API key is incorrect or missing)

403 Forbidden is

set if the request is not authorized to consume the

desired functionality (e.g. the APl is not enabled for the
used API key)

405 Method Not Allowed th
429 Too Many Requests m

e HTTP method is other than POST
ore than 10 requests per second have been issued

from the same IP address

Getting Started
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200 HTTP status code is returned for successful requests or for requests that have
failed due to server errors (e.g. a required parameter is not passed).

Getting Started 6
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2. REFERENCE

2.1. Accounts

The Accounts API includes several methods allowing the management of user
accounts:

. getAccountsList :lists existing user accounts.
o deleteAccount :deletes a user account.

. createAccount :creates auseraccount.

o updateAccount :updates a user account.

« configureNotificationsSettings : configures the user notification
settings.

.« getNotificationsSettings :returns the notifications settings.

API url: https://YOUR-HOSTNAME/api/v1.0/jsonrpc/accounts

2.1.1. getAccountsList

This method lists the user accounts visible to the account which has generated
the API key. It will return an empty list if there are no user accounts.

Note
When the accounts list is retrieved, the account which generated the API key will be
omitted.
Parameters
page Number Yes The results page number. The default value is 1.
perPage Number Yes The number of items displayed in a page. The upper
limit is 100 items per page. Default value: 30 items
per page.

Reference 7
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Return value

This method returns an Object containing information regarding the user accounts.
The returned object contains:

page - the current page displayed

pagesCount - the total number of available pages

perPage - the total number of returned items per page

items - the list of user accounts. Each entry in the list has the following fields:

id, the ID of the user account.

userName, the username of the user account.

email, the email of the user account.

profile,the profile information of the user account containing: fullName,
timezone and language.

role, the role assigned for the user account. Possible values: 1 - Company

Administrator, 2 - Network Administrator, 3 - Reporter, 5 - Custom.
rights, object containing the rights of the user account with true or false

values whether the right is allowed for user or not.

total - the total number of items

Example
Request :

{

"id": "787b5e36-89a8-4353-88b9-6b7a32e9c87£f",

"jsonrpc": "2.0",
"method": "getAccountsList",
"params": {
"perPage": 20,
"page": 1
}
Response :

Reference 8
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"id": "787b5e36-89a8-4353-88b9-6b7a32e9c87£f",

"jsonrpc": "2.0",

"result": {
"total": 2,
"page": 1,

"perPage": 20,
"pagesCount": 1,
"items": [
{
"id": "585d3170aaed70b7048b4633",

"userName": "client",
"email": "client@bitdefender.com",
"profile": {
"fullName": "Bitdefender User",
"language": "en US",
"timezone": "Europe/Bucharest"
}I
"role": 5,
"rights": {
"companyManager": false,
"manageCompanies": false,
"manageNetworks": true,
"manageReports": true,
"manageUsers": true

"id": "585d3170aaed70b7048b4633",

"userName": "client2",

"email": "client2@bitdefender.com",

"profile": {
"fullName": "Bitdefender User",
"language": "en US",
"timezone": "Europe/Bucharest"

}I

"role": 1,

"rights": {
"companyManager": true,
"manageCompanies": false,
"manageNetworks": true,
"manageReports": true,

Reference 9
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"manageUsers": true

2.1.2. deleteAccount

This method deletes a user account identified through the account ID.

Note
The account that was used to create the API key cannot be deleted by using the API.

Parameters

accountId String No The ID of the user account to be deleted.

Return value
This method does not return any value.

Example
Request :

{
"id": "787b5e36-89a8-4353-88b9-6b7a32e9c87£f",

"jsonrpc": "2.0",
"method": "deleteAccount",
"params": {

"accountId": "585d3810aaed70cc068b45£8"
}

Response :

Reference 10
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"id": "787b5e36-89a8-4353-88b9-6b7a32e9c87f",

"jsonrpc": "2.0",
"result": null

}

2.1.3. createAccount

This method creates a user account with password.

Parameters

email String  No
userName String No

profile  Object No

password String Yes

role Number Yes

Reference

The email address for the new account.
The username for the account.

An object containing profile information:
fullName, timezone and language. timezone

and language are optional.

Password for the new account. If this value is

omitted a password will be created and sent by

email to the user. The password should be at least

6 characters in length and must contain at least

one digit, one upper case, one lower case and one

special character.

The role of the new account. Default value is 1 -

Company Administrator. These are the available

roles:

« 1-Company Administrator.

« 2 -Network Administrator.

« 3 -Reporter.

« 5-Custom. For this role, rights must be
specified.

11
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rights Object Yes

targetIds Array Yes

Return value

An object containing the rights of a user account.
This object should be set only when role

parameter has the value 5 - Custom. When set for

other roles, the values will be ignored and replaced
with the rights specific to that role. The available
rights are:

« manageCompanies

. manageNetworks Setting this to true implies
manageReports right to true

¢ manageUsers

« manageReports

¢ companyManager

Each option has two possible values: true, where
the user is granted the right, or false otherwise.
Omitted values from the request are automatically
setto false.

A list of IDs representing the targets to be
managed by the user account.

This method returns a String: The ID of the created user account.

Example
Request :

{

"id": "787b5e36-89a8-4353-88b9-6b7a32e9c87£f",

"jsonrpc": "2.0",

"method": "createAccount",

"params": {

"email": "client@bitdefender.com",

"userName" :
"profile":
"fullName":

Reference

"Client"

"Bitdefender User",

12
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"language": "en US",
"timezone": "Europe/Bucharest"

}I

"password": "P@s4wOrd",

"role": 5,

"rights": {
"manageNetworks": true,
"manageReports": true,
"manageUsers": false

}I

"targetIds": [
"585d2dc9aaed70820e8b45b4",
"585d2dd5aaed70b8048b45ca"

Response :

{
"id": "787b5e36-89a8-4353-88b9-6b7a32e9c87f",
"jsonrpc": "2.0",
"result": "585d2dc9aaed70820abc45b4"
}

2.1.4. updateAccount

unfollow the traditional

This method updates a user account identified through the account ID.

Parameters

accountId String No The ID of the user account to be updated.
email String  Yes The new email address for the account.
userName String Yes The new username for the user account.
Reference

13
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The new password for the user account. The
password should at least 6 characters in length
and must contain at least one digit, one upper
case, one lower case and one special character.

password String

profile  Object

Yes

Yes

role Number Yes

rights Object

targetIds Array

Reference

Yes

Yes

An object containing profile information:
fullName, timezone and language.

The new role of the user. These are the available
roles:

1 - Company Administrator.

2 - Network Administrator.

3 - Reporter.

5 - Custom. For this role, rights must be
specified.

An object containing the rights of a user account.
This object should be set only when role
parameter has the value 5 - Custom. When set for
other roles, the values will be ignored and replaced
with the rights specific to that role. The available
rights are:

manageCompanies

manageNetworks Setting thisto Trueimplies
manageReports right to true
manageUsers

manageReports

companyManager

Each option has two possible values: true, where
the user is granted the right, or false otherwise.
Omitted values from the request are automatically
setto false.

A list of IDs representing the targets to be
managed by the user account.

14
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Return value

This method returns a Boolean: True when the user account has been successfully
updated.

Example

Request :

"id": "787b5e36-89a8-4353-88b9-6b7a32e9c87£",
"jsonrpc": "2.0",
"method": "updateAccount",
"params": {
"accountId" : "585d3d3faaed70970e8b45ed",
"email": "client@bitdefender.com",
"profile": ({
"fullName": "Bitdefender User",
"language": "en US",
"timezone": "Europe/Bucharest"
by
"password": "P@s4wOrd",
"role": 5,
"rights": {
"manageNetworks": true,
"manageReports": true,
"manageUsers": false
by
"companyId": "58541613aaed7090058b4567",
"targetIds": [
"585d2dc9aaed70820e8b45b4",
"585d2dd5aaed70b8048b45ca"

Response:

{
"id": "787b5e36-89a8-4353-88b9-6b7a32e9c87f",
"jsonrpc": "2.0",

Reference 15
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2.1.5. configureNotificationsSettings
This method configures the notification settings for a given user account.

Parameters

accountId

deleteAfter

emailAddresses

includeDeviceName

includeDeviceFQDN

Reference

String  Yes

Number Yes

Array  Yes

Boolean Yes

Boolean Yes

The ID of the account for which
the notification settings are
configured. If no value is
provided, the settings will be
applied to the account which
generated the API key.

The number of days after which
generated notifications will be
automatically deleted. Valid
values are between 1 and 365.
The default value is 30 days.

A list of additional email
addresses to be used when
sending notifications.

This option specifies whether the
device name will be included in
the notification sent by email,
when it is available, or not. The
value should be True to include
the device name respectively
False to notincludeit. The

default value is False.

This option specifies whether the
FQDN will be included in the
notification sent by email, when

16
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it is available, or not. The value
should be True to include the

FQDN respectively False to not

include it. The default value is
False.

notificationsSettings Array  Yes A list of objects containing the
notification settings to be
configured. Only the specified
notifications will be updated.
Existing values are preserved for
omitted settings. Each object
should have the following
structure:

Reference

type, the notification type,
enabled, True if the
notification is enabled, False

otherwise,
visibilitySettings, an
object containing the visibility
settings. For more
information, refer to
Notifications Visibility
Options,
configurationSettings,
notification specific
configurations. This field
depends on the notification
type. For more information,
refer to Relation Between
Notification Type and
configurationSettings.

17
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Return value

This method returns a Boolean: True if the notifications settings have been
successfully configured.

Example
Request :
{
"params": {
"accountId": "55896b87b7894d0f367b23c8",
"deleteAfter": 17,
"includeDeviceName": true,
"includeDeviceFQDN": true,
"emailAddresses": ["examplel@example.com"],
"notificationsSettings": [
{
"type" : 1,
"enabled" : true,
"visibilitySettings" : {
"sendPerEmail" : true,
"showInConsole" : true,
"useCustomEmailDistribution": false
"emails" : ["exampleZ2@example.com"],
"logToServer" : true
br
"configurationSettings" : {
"threshold" : 15,
"useThreshold" : true
}
}
]
by
"jsonrpc": "2.0",
"method": "configureNotificationsSettings",

"id": "5399c905-0b46-45e4-81aa-889952433d68"

Response:

Reference 18
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"id":"5399c9b5-0b46-45e4-81aa-889952433d68",
"jsonrpc":"2.0",
"result": true

2.1.6. getNotificationsSettings

This method returns the notifications settings.

Parameters

accountId String Yes The ID of the account for which the notifications

settings are retrieved. If not provided, the method
will retrieve the notifications settings for the
account which has generated the API key.

Return value

This method returns an Object containing the current notifications settings:

deleteAfter -the number of days after which generated notifications will be
automatically deleted

includeDeviceName - a boolean that informs whether the device name will
be included in the notification sent by email or not

includeDeviceFQDN - a boolean that informs whether the device FQDN will
be included in the notification sent by email or not

emailAddresses - the list of additional email addresses to be used when
sending notifications

notificationsSettings - the list containing the settings for all available

notifications. Each entry in the list has the following fields:
— type, the notification type,

— enabled, True if the notification is enabled, False otherwise,

Reference 19
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— visibilitySettings, an object containing the configured visibility
settings. For more information, refer to Notifications Visibility Options,
— configurationSettings, notification specific configurations. For more

information, refer to Relation Between Notification Type and
configurationSettings.

Example
Request :
{
"params": {
"accountId": "55896b87b7894d0£367023c8"

}y
"jsonrpc": "2.0",
"method": "getNotificationsSettings",

"id": "5399c905-0b46-45€4-81aa-889952433d86"

Response :

"id":"5399c9b5-0b46-45e4-81aa-889952433d86",
"jsonrpc":"2.0",

"result": {
"deleteAfter": 21,
"includeDeviceName": true,
"includeDeviceFQDN": false,
"emailAddresses": [

"examplel@example.com",

"example2@example.com"
1,
"notificationsSettings": [

{

"type" : 1,

"enabled" : true,

"visibilitySettings" : {
"sendPerEmail" : true,
"showInConsole" : true,
"useCustomEmailDistribution": false

Reference 20
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"emails" : [],
"logToServer" : true
}I
"configurationSettings" : {
"threshold" : 5,
"useThreshold" : true
}
}I
{
"type" : 3,
"enabled" : false,
"visibilitySettings" : {
"sendPerEmail" : true,
"showInConsole" : true,
"useCustomEmailDistribution": false
"emails" : [],
"logToServer" : true

b

2.1.7. Objects
Notifications Visibility Options

You can use the visibilitySettings object to configure where notifications
are visible. These are the available options:

showInConsole Yes True to display this notification in
Control Center, False otherwise. If

no value is specified it will be set to
its previous value or False if a

aprevious value was not set.

Reference 21
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useCustomEmailDistribution Yes

emails Yes

logToServer No
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True to send this notification by
email, False otherwise. If no value

is specified it will be set to its
previous value or Falseifa

previous value was not set.

This option will take effect only if a
SMTP server is configured in the
Configuration page of Bitdefender
Control Center.

True to send email notification to
a custom emailing list, False
otherwise. The notification will be
sent by email to the distribution list
only.

If this option is set to True the
sendPerEmail parameter must be
specified and set to True.

If no value is specified it will be set
to its previous value or False if a
aprevious value was not set.

A list of email addresses to receive
the notification via email. When set,
only these email addresses receive
the notification. When
useCustomEmailDistribution

is set to True, this list must contain
at least one valid email address.

boolean, True to send this
notification on the configured
syslog server, False otherwise. A
syslog server must be configured in
Control Center to receive this
notification on the syslog server.

22
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This option is available only if a
Syslog server is configured in the
Configuration page of Bitdefender
Control Center.

If no value is specified it will be set
to its previous value or False if a

aprevious value was not set.

Note

o At least one visibility option from showInConsole, sendPerEmail,
logToServer (when available) must be set to True when enabling the
notification.

o« The sendPerEmail, useCustomEmailDistribution and emails
visibility options are not available for these notification types:

— 6 -Internet Connection
— 7-SMTP Connection
— 22 -Product Modules Event

Relation Between Naotification Type and configurationSettings

Notification type Available configurationSettings items

with their type and possible values

1 - Malware Outbreak « useThreshold, boolean, True to trigger this

notification when the number of infected managed
network objects exceeds a custom threshold,
False otherwise

. threshold, integer, the percentage of managed

network objects infected by the same malware.
Valid values are between 1 and 100

2 - License Expires The configurationSettings parameter should
not be set for this notification.

Reference 23
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Notification type Available configurationSettings items
with their type and possible values

3-License Usage Limit Has
Been Reached

4 - License Limit Is About
To Be Reached

5 - Update Available

6 - Internet Connection

7 - SMTP Connection

8 - Database Backup

9-Exchange License Usage
Limit Has Been Reached

10 - Invalid Exchange User
Credentials

11 - Upgrade Status

12 - Exchange Malware
Detected

Reference

The configurationSettings parameter should
not be set for this notification.

The configurationSettings parameter should
not be set for this notification.

. showConsoleUpdate, boolean, True to receive
the notification for console updates, False
otherwise

. showPackageUpdate, boolean, True to receive
the notification for package updates, False
otherwise

« showProductUpdate, boolean, True to receive
the notification for product updates, False
otherwise

The configurationSettings parameter should
not be set for this notification.
The configurationSettings parameter should
not be set for this notification.
« onlyFailedEvents, boolean, True to receive

the notification for failed backup events only,
False otherwise

The configurationSettings parameter should
not be set for this notification.

The configurationSettings parameter should
not be set for this notification.

The configurationSettings parameter should
not be set for this notification.

The configurationSettings parameter should
not be set for this notification.
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Notification type Available configurationSettings items
with their type and possible values

13 - Authentication Audit

14 - Certificate Expires

15 - GravityZone Update

16 - Antimalware Event

17 - Antipshising Event

18 - Firewall Event

19 - ATC/IDS event

20 - User Control Event

21 - Data Protection Event

22 - Product Modules Event

23 - Security Server Status
Event

Reference

The configurationSettings parameter should
not be set for this notification.

The configurationSettings parameter should
not be set for this notification.

The configurationSettings parameter should
not be set for this notification.

The configurationSettings parameter should
not be set for this notification.

The configurationSettings parameter should
not be set for this notification.

The configurationSettings parameter should
not be set for this notification.

The configurationSettings parameter should
not be set for this notification.

The configurationSettings parameter should
not be set for this notification.

The configurationSettings parameter should
not be set for this notification.

The configurationSettings parameter should
not be set for this notification.

o notUpdated, boolean, True to receive the

notification when the Security Server is outdated,
False otherwise

« reboot,boolean, True to receive the notification
when the Security Server needs a reboot, False
otherwise

. stopped, boolean, True to receive the notification
when the Security Server was powered off, False
otherwise
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Notification type Available configurationSettings items
with their type and possible values

24 - Product Registration The configurationSettings parameter should
Event not be set for this notification.

26 - Task Status . statusThreshold,integer, thetask status which
triggers this notification. Set to 2 for any status,
3 for failed tasks

27 -Outdated Update Server The configurationSettings parameter should
not be set for this notification.

28 - New Application In The configurationSettings parameter should
Application Inventory not be set for this notification.

29 - Blocked Application « fromProductionMode,boolean, True toreceive

the notification for a blocked processes of an
unauthorized application in Production Mode,
False otherwise

« fromTestMode, boolean, True to receive the

notification for a blocked processes of an
unauthorized application in Test Mode, False

otherwise
30 - Detected Memory The configurationSettings parameter should
Violation not be set for this notification.
31 - Mobile Device Users The configurationSettings parameter should
Without EmailAddress not be set for this notification.

2.2. Network

The Network API allows managing the network structure through the following
methods:

« getContainers :returns the network containers.
« getNetworkInventoryltems :returns networkinventory items.

.« createScanTask :returns true if the task was successfully created.
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o« getScanTasksList :returns the list of scan tasks.
« getEndpointsList :returnsthe list of endpoints.

« getManagedEndpointDetails : returns the details about a managed
endpoint.

.« createCustomGroup :creates a new group under an existing one or under
Computers and Groups.

o deleteCustomGroup :deletes acustom group.

. moveCustomGroup :Moves acustom group under another custom group.
. moveEndpoints :moves the specified list of endpoints to a custom group.
o deleteEndpoint :deletes a specified endpoint.

. setEndpointLabel :sets alabel to an endpoint.

API url; https://YOUR-HOSTNAME/api/v1.0/jsonrpc/network/{service}

{service} isaplaceholderthat can hold specific values depending on the chosen
APIl method. Please check the method documentation for the allowed services.

2.2.1. getContainers

This method returns network containers. It will return an empty list if the parent1d
is not a container or does not contain any other container within it.

Services

This method requires you to place the {service} nameinthe API URL. The allowed
services are:

« computers, for "Computers and Virtual Machines”
« virtualmachines, for "Virtual Machines”
. mobile, for "Mobile Devices"

For example, the request URL for the mobile service is:

https://YOUR-HOSTNAME /api/v1.0/jsonrpc/network/mobile
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The ID of the container. If null, the top containers
of the specified service type will be returned.

The ID of the view type for the virtual environment
inventory. The view type depends on the
virtualization platform. In VMWare integrations,
the available options are:

« 1-Hosts and Clusters view (default)
« 2-Virtual Machines view.

In Citrix, XenServer integrations, the available
options are:

« 3-Server view (default)
« 4-Folder view.

This method returns an Array containing a list of objects that represent the network
containers. Each object has the following fields:

. id-the ID of the container

. name - the name of the container

Example
Request :
{
"params": {
"parentId": "559bdl7abla43d241b7b23c6",
"viewType":
br
"jsonrpc": "2.0",
"method": "getContainers",

"id": "787b5e36-89a8-4353-88b9-6b7a32e9c87£f"

Reference
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Response :

{
"id": "787b5e36-89a8-4353-88b9-6b7a32e9c87£f",
"jsonrpc":"2.0",
"result": [

{
"id"™ : "5582c385blad43deb7f7b23co6",
"name" : "Xen Server"

2.2.2. getNetworkInventoryltems

This method returns network inventory items.

Services

This method requires you to place the { service} nameinthe APIURL. The allowed
services are:

« computers, for "Computers and Virtual Machines”
« virtualmachines, for "Virtual Machines”

For example, the request URL for the virtual machines service is:

https://YOUR-HOSTNAME/api/vl1.0/jsonrpc/network/virtualmachines

Parameters
parentId String Yes The ID of the container for which the network items

will be returned. If null, the items within the root
custom group of the specified service are returned.
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filters Object Yes The filters to be used when querying the endpoints
list. For information regarding the available filters
and how to use them, refer to “Available Filters” (p.
30).

viewType Number Yes The ID of the view type. Each virtualization platform
displays the inventory in specific views. In VMWare
integrations, the available options are:

« 1-Hosts and Clusters view (default)
« 2-Virtual Machines view.

In Citrix XenServer integrations, the available
options are:

« 3-Server view (default)
« 4-Folder view.

page Number Yes The results page number. Default page number is
1.

perPage Number Yes Number of items per page to be returned. The upper
limit is 100 items per page. Default value: 30 items
per page.

Available Filters

You can use the filters parameter to query the inventory items by certain
properties. Filters are stuctured in sections and subsections, described hereinafter

The query result is a list of network items that match ALL sections AND subsections,
AND ANY selected filter in a subsection.

These are the available filtering options:

type . groups - a Boolean to filter all custom groups of
endpoints. Default value: False.

This filter is available for computers service.
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computers - a Boolean to filter all computers.
Default value: False.

This filter is available for computers service.
virtualMachines - a Boolean to filter all virtual
machines. Default value: False.

This filter is available for computers and
virtualmachines services.

clusters - a Boolean to filter all Virtualization
Clusters. Default value: False.

This filter is available for virtualmachines
service.

hosts - a Boolean to filter all Virtualization Hosts.
Default value: False.

This filter is available for virtualmachines
service.

dataCenters - a Boolean to filter all Datacenters.
Default value: False.

This filter is available for virtualmachines
service.

vApps - a Boolean to filter all vShield Apps. Default
value: False.

This filter is available for virtualmachines
service.

resourcePools - a Boolean to filter all Resource
Pools. Default value: False.

This filter is available for virtualmachines
service.
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security management

Reference

folders - a Boolean to filter all Virtualization
Folders. Default value: False.

This filter is available for virtualmachines
service.

pools - a Boolean to filter all Virtualization Pools.
Default value: False.

This filter is available for virtualmachines
service.

managedWithBest -a Boolean to filter all endpoints

with the security agent installed on them. Default
value: False.

This filter is available for computers and
virtualmachines services.

managedExchangeServers-aBooleantofilterall
protected Exchange servers. Default value: False.

This filter is available for computers and
virtualmachines services.

This filter requires a valid license key that covers
the Security for Exchange security service.

managedRelays - a Boolean to filter all endpoints
with Relay role. Default value: False.

This filter is available for computers and
virtualmachines services.

securityServers - a Boolean to filter all Security
Servers. Default value: False.

This filter is available for computers and
virtualmachines services.
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depth o

details .

Important

managedWithNsx - a Boolean to filter protected
endpoints in VMware NSX data centers. Default
value: False.

This filter is available for virtualmachines
service.

This filter requires a valid virtualization license key.

managedWithVsShield - a Boolean to filter

protected endpoints in VMware vShield
environments. Default value: False.

This filter is available for virtualmachines
service.

This filter requires a valid virtualization license key.
managedWithHvi -aBoolean to filter all endpoints
managed by HVI. Default value: False.

This filter is available for computers and
virtualmachines services.

This filter requires a valid HVI license key.

allItemsRecursively -a Boolean to filter all

endpoints recursively within the Network Inventory
of a company. Default value: False.

ssid- string, the SSID (Active Directory SID of the
endpoint) used to filter the endpoints regardless of
their protection status.

macs - array, the list of MAC addresses used to filter
the endpoints regardless of their protection status.

Some filters require a specific license to be active, otherwise they are ignored, resulting
in an inaccurate APl response.

Reference
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Return value

This method returns an Object containing information about the network items.
The returned object contains:

« page -the current page

. pagesCount - the total number of pages

« perPage - the total number of items returned per page
« total -the total number of items

. items - an array containing the list of items. Each entry in the list has the

following fields:
— id, the ID of the network item,

— name, the name of the network item,

— parentId, the ID of the parent container,

— type, the type of network item: 4 - Group, 5 - Computer, 6 - Virtual Machine,
8 - Virtualization Host, 9 - vShield App, 10 - Virtualization Cluster, 11 -
Virtualization Datacenter, 12 - Resource Pool, 13 - Virtualization Pool,

— details, more information about the item. This field is available for 5 -
Computers and 6 - Virtual Machines. For information regarding the content
of the details member please refer to “The details member” (p. 34).,

The details member

Some network inventory items contain a details member. This member exposes
more information regarding the item. The information depends on the item type.

5 (computer) « label,the label set to the endpoint

and « fqdn, the FQDN of the endpoint
6 (virtual « groupId,the group ID of the endpoint
machine) . isManaged, boolean True, if this endpoint is managed

. machineType, the type of the machine: (1 - computer, 2 -
virtual machine, 0 - Other)
. operatingSystemVersion, the OS version of the endpoint
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ip, the IP address of the endpoint

macs, the list of MAC addresses of the endpoint

ssid, the Active Directory SID of the endpoint
managedWithBest, boolean True, if BEST is installed on this
endpoint
managedExchangeServer, boolean True, if this endpoint is
an Exchange Server
managedRelay, boolean True, if this endpoint has Relay role
securityServer, boolean True, if this endpoint is a Security
Server
managedWithNsx, boolean True, if this is an endpoint from
a VMware NSX data center
managedWithvShield, boolean True, if this is an endpoint
from a VMware vShield environment
managedWithHvi, boolean True, if this endpoint is managed
by HVI

Example
Request :
{
"params": {
"parentId": "23b19c39b1a43d89367b32ce",
"page": 2,
"perPage": 5,
"filters": {
"type": {
"computers": true
} ’
"depth": {
"allTltemsRecursively": true
}
}
} ’
"jsonrpc": "2.0",
Reference 35
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"method": "getNetworkInventoryItems",
"id": "301£7b05-ec02-481b-9ed6-c07b97de2b7b"

Response :

Reference

"id":"103d7b05-ec02-481b-9ed6-c07b97de2b7a",
"jsonrpc":"2.0",
"result": {
page: 2,
pagesCount: 11,
perPage: 2,
total: 22
items [
{
"id" : "21a295eeblad3d8b497b23b7",
"name" : "Computer 21",
"type" : 2,
"parentId": "21a295eeblad3d8b497b22b7",
"details" : {
"label" : "endpoint 1",
"fgdn": "endpointl.local",
"groupId": "5a5f4d36bl1a43d5£f097b23bb",
"isManaged": true,
"machineType": 2,
"operatingSystemVersion": "Windows Server",
"ip": "60.40.10.220",
"macs": [
"324935237335"
]I

"ssid": Hll,

"id" : "21a295eebla4d3d8b497b24b7",
"name" : "Computer 22",

"type" : 2,

"parentId": "21a295eeblad3d8b497b23b7",
"details"™ : {
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"label"™ : "endpoint 2",
"fgdn": "endpoint2.local",
"groupId": "5a5f4d36b1a43d5£097b23bb",
"isManaged": true,
"machineType": 2,
"operatingSystemVersion": "Windows Server",
"ip": "60.40.10.220",
"macs": [
"324935237346"
]I

"ssid": ll",

2.2.3. createScanTask
This method creates a new scan task.
Note
Please note that the managed endpoints from virtualmachines service are also

displayed in computers service under Custom Group To avoid launching duplicate
scan tasks we recommend you to use the endpoints from the computers service.

Services

This method requires you to place the {service} nameinthe API URL. The allowed
services are:

« computers, for "Computers and Virtual Machines”
« virtualmachines, for "Virtual Machines”

For example, the request URL for the virtual machines service is:

https://YOUR-HOSTNAME/api/vl.0/jsonrpc/network/virtualmachines
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Parameters

targetIds Array No A list containing the IDs of endpoints or
containers to scan.

type Number No The type of scan. Available options are: 1 - quick
scan; 2 - full scan; 3 - memory scan

name String  Yes The name of the task. If the parameter is not
passed, the name will be automatically
generated.

Return value
This method returns a Boolean: True when the task was successfully created

Example
Request :
{
"params": {
"targetIds": ["559%9bdl7abla43d241b7b23c6",
"559bdl7ablad3d241b7b23c7"],
"type": 1,
"name": "my scan"
} 4
"jsonrpc": "2.0",
"method": "createScanTask",

"id": "787b5e36-89a8-4353-88b9-6b7a32e9c87f"

Response :

{
"id": "787b5e36-89a8-4353-88b9-6b7a32e9c87£f",
"jsonrpc":"2.0",
"result": True
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2.2.4. getScanTasksList

This method returns the list of scan tasks.

Services

This method requires you to place the {service} nameinthe API URL. The allowed
services are:

. computers, for "Computers and Virtual Machines”
« virtualmachines, for "Virtual Machines”

For example, the request URL for the virtual machines service is:

https://YOUR-HOSTNAME/api/v1.0/jsonrpc/network/virtualmachines

Parameters

Optional

name String  Yes The name of the task. Filters the list of tasks by task
name.
Use the asterisk symbol (*) in front of the keyword
to search its appearance anywhere in the name. If
omitted, only results where the name starts with
the keyword will be returned.

status  Number Yes The status of the task. Available options are: 1 -
Pending; 2 - In progress; 3 - Finished.

page Number Yes The results page number. Default page number is
1.

perPage Number Yes Number of items per page to be returned. The upper
limit is 100 items per page. Default value: 30 items
per page.
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Return value

This method returns an Object containing information about the tasks. The returned
object contains:

o page - the results page number

. pagesCount - the total number of available pages

« perPage - the total number of returned items per page
« total -the total number of items

. items -the list of tasks. Each entry in the list has the following fields:
— 1id, the ID of the task,
— name, the name of the task,
— status, the status of the task (as defined above),
— startDate, the start date of the task

Example
Request :

{
"params": {
"status": 1,
"page": 2,
"perPage": 5
}I
"jsonrpc": "2.0",
"method": "getScanTasksList",
"id": "787b5e36-89a8-4353-88b9-6b7a32e9c87f"

Response :

{
"id": "787b5e36-89a8-4353-88b9-6b7a32e9c87£",
"jsonrpc":"2.0",
"result": {
page: 2,
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